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Inception
·Inception is a science fiction heist 

movie released in 2010

·If you like science fiction, I would 
recommend this movie.

·A group lead by Dom Cobb 
(Leonardo DiCaprio) performs 
corporate espionage by drugging 
their targets and using shared 
dreams to steal information from 
their victims.
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Inception
·)ÎÓÉÄÅ ÔÈÅ ÖÉÃÔÉÍȭÓ ÄÒÅÁÍÓ ÔÈÅÙ 

can create additional layers of 
dreams.

·Events that occur at one level can 
alter events in a different level.

·As you enter a lower dream level, 
time travels faster. Seconds at one 
layer may be days  or months at 
another level.
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Inception
·If you die in a dream, you will 

wake up from that dream layer.

·To keep from being deceived in a 
dream yourself, you must carry a 
unique object known only to you 
ÃÁÌÌÅÄ Á ȰÔÏÔÅÍȢȱ #ÏÂÂ ÃÁÒÒÉÅÓ Á 
spinning top. When spun, it will 
not stop in a dream but will stop 
in reality.
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Inception
·Although the movie can be quite 

confusing, it is amazingly similar 
to how e-mail works in reality.

·To help illustrate e-mail security, 
) ÐÒÅÓÅÎÔ Ȱ$ÅÃÅÐÔÉÏÎȱ ÍÙ ÓÅÑÕÅÌ 
to the movie Inception
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Deception
!ÆÔÅÒ ÔÈÅ ȰÔÏÔÅÍȱ ÃÏÎÔÉÎÕÅÓ ÔÏ ÓÐÉÎ ÁÔ ÔÈÅ ÅÎÄ ÏÆ 
the last movie, Cobb realizes he is still in a dream. 
He kicks himself out of the dream only to discover 
his wife Mal is holding a gun on him.
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Deception
Mal forces Cobb to steal information from credit 
union employee Alice who often works with 
business partner Bob.
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Deception
Cobb knows that Alice sends confidential data to Bob via e-
mail. He also knows that e-ÍÁÉÌ ÉÓ ÎÏÔ Á ȰÐÒÉÖÁÔÅȱ ÌÉÎÅ ÂÕÔ Á 
ȰÐÁÒÔÙ ÌÉÎÅȱ ÔÈÁÔ ÃÁÎ ÂÅ ÅÁÖÅÓÄÒÏÐÐÅÄȢ (Ï× ÓÈÏÕÌÄ #ÏÂÂ ÓÔÅÁÌ 
the data?
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The E-mail ςLevel 1
·Alice (an Acme employee) sends an e-mail to Bob

·Bob (an XYZ employee) receives the e-mail

·Both Alice and Bob believe the e-mail went directly from 
!ÌÉÃÅȭÓ ÃÏÍÐÕÔÅÒ ÔÏ "ÏÂȭÓ ÃÏÍÐÕÔÅÒ ÁÎÄ ÔÈÅÙ ÁÒÅ ÔÈÅ ÏÎÌÙ 
people who have seen the e-mail. 
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The E-mail ςLevel 2
·The e-ÍÁÉÌ ÁÃÔÕÁÌÌÙ ÌÅÁÖÅÓ !ÌÉÃÅȭÓ ÃÏÍÐÕÔÅÒ ÁÎÄ ÇÏÅÓ ÔÏ 
!ÃÍÅȭÓ Å-mail server

·!ÃÍÅȭÓ Å-mail server will then send the e-ÍÁÉÌ ÔÏ 89:ȭÓ 
e-mail server

·89:ȭÓ Å-mail server will deliver the e-ÍÁÉÌ ÔÏ "ÏÂȭÓ Å-
mail client
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Email server?
·An email server is a computer that stores email for delivery 

to another computer.

·If someone sends you an email at midnight, it will be stored 
on the email server. When you login into your computer in 
the morning and start your email program, the email is 
delivered to your inbox.

·Email servers also attempt to block viruses and SPAM.
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The E-mail ςLevel 3
·The e-ÍÁÉÌ ÌÅÁÖÅÓ !ÌÉÃÅȭÓ ÃÏÍÐÕÔÅÒ ÁÎÄ ÇÏÅÓ ÔÏ !ÃÍÅȭÓ 

e-mail server.

·!ÃÍÅȭÓ ÓÅÒÖÅÒ ÓÅÎÄÓ ÔÈÅ Å-ÍÁÉÌ ÔÏ !ÃÍÅȭÓ ÒÏÕÔÅÒ

·!ÃÍÅȭÓ ÒÏÕÔÅÒ ÓÅÎÄÓ ÔÈÅ Å-mail through a series of 
ȰÈÏÐÓȱ ÏÖÅÒ ÔÈÅ )ÎÔÅÒÎÅÔ ÔÏ 89:ȭÓ ÒÏÕÔÅÒ

·89:ȭÓ ÒÏÕÔÅÒ ÓÅÎÄÓ ÔÈÅ ÍÅÓÓÁÇÅ ÔÏ 89:ȭÓ Å-mail server

·89:ȭÓ Å-mail server sends the e-ÍÁÉÌ ÔÏ "ÏÂȭÓ Å-mail 
client
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Router?
·A router is a computer that relays data to an adjacent computer 

closer to the destination.

·A router can either be a fully functional computer or a special 
purpose computer. Each router could record traffic passed 
through it.
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Hops?
·An e-mail to the company across the street may travel thousands of 
ÍÉÌÅÓ ÔÏ ÒÅÁÃÈ ÉÔȭÓ ÄÅÓÔÉÎÁÔÉÏÎ

·Companies may have different Internet providers

·Ȱ(ÏÓÔÉÎÇȱ )ÎÔÅÒÎÅÔ ÐÒÏÖÉÄÅÒÓ ÏÂÔÁÉÎ ÔÈÅÉÒ ÃÏÎÎÅÃÔÉÏÎÓ ÆÒÏÍ Ȱ4ÒÁÎÓÉÔȱ 
Internet Providers at peering points. (Much like natural person credit 
unions  and the corporate credit unions that service them.)



www.volcorp.org
www.volcorpdesign.org

Hops?
Traffic can be rerouted due to network congestion, 
equipment failure, disasters, political/legal issues, 
pricing, etc

Actual Map of the Internet
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The E-mail ςLevel 4
·The e-ÍÁÉÌ ÔÒÁÖÅÌÓ ÆÒÏÍ !ÌÉÃÅȭÓ ÃÏÍÐÕÔÅÒ ÏÕÔ ÔÈÅ 

network cable.

·Hundreds or thousands of miles of cable may be 
involved with the connections between the computers. 
Anywhere the cable is exposed, it could be tapped.
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The E-mail ςLevel 4
$ÁÔÁ ÍÁÙ ÔÒÁÖÅÌ ÂÅÔ×ÅÅÎ ȰÈÏÐÓȱ ÖÉÁ ÃÏÐÐÅÒȟ ÆÉÂÅÒ ÏÐÔÉÃȟ 
satellite or other radio transmission.
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Deception
How could Cobb steal the data?
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The E-mail ςLevel 1
If Cobb were able to pose as a help desk employee at 
!ÌÉÃÅȭÓ ÃÏÍÐÁÎÙȟ ÈÅ ÃÏÕÌÄ ÒÅÓÅÔ !ÌÉÃÅȭÓ ÐÁÓÓ×ÏÒÄ ÁÎÄ 
read her e-mail. Alice might think she had forgotten 
ÈÅÒ ÐÁÓÓ×ÏÒÄȢ (Å ÃÏÕÌÄ ÁÌÓÏ ÔÒÙ ÔÈÅ ÓÁÍÅ ÔÈÉÎÇ ÁÔ "ÏÂȭÓ 
company.
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The E-mail ςLevel 1
If either Alice or Bob traveled and used a hotel kiosk 
computer, the information could be gathered by a 
virus on the computer or a hardware keylogger on the 
machine.
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The E-mail ςLevel 1
Cobb could send a phishing e-mail with a virus that 
×ÏÕÌÄ ÁÌÌÏ× ÈÉÍ ÔÏ ÔÁËÅ ÃÏÎÔÒÏÌ ÏÆ !ÌÉÃÅȭÓ ÃÏÍÐÕÔÅÒȢ 
He could then search her computer for e-mails.
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Attachments
Computer programs attached to e-mails used to be the 
most common virus attachment.  In recent years, 
viruses are embedded into PDF documents, Word 
documents, Excel Spreadsheets, music files, movies, or 
other file formats.
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The E-mail ςLevel 1
If either Alice or Bob used an unencrypted notebook or 
smart phone to receive e-mail, Cobb could steal the 
device and read the local mail file.
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The E-mail ςLevel 2
If Cobb were an e-mail administrator or server 
administrator (or if he could bribe one), he could read 
a copy of the e-mail on the server.
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The E-mail ςLevel 3
If Cobb could gain access at an Internet provider, he could watch 
ÔÈÅ ÔÒÁÆÆÉÃ ÁÓ ÉÔ ×ÁÓ ÒÏÕÔÅÄ ÔÈÒÏÕÇÈ ÔÈÅ ÎÅÔ×ÏÒËȢ (Å ×ÏÕÌÄÎȭÔ 
have to open each e-mail, he could just wait for the data to fill 
the screen.


