Deception
(A movie about e-mails)
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Inception

Inception Is a science fiction heist
movie released in 2010

If you like science fiction, | would
recommend this movie.

A group lead by Dom Cobb
(Leonardo DiCaprio) performs
corporate espionage by drugging
their targets and using shared
dreams to steal information from
their victims.
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LEVEL  DREAMEDIT? GOES THERE?

Incepthn The 5 Levels Of

) 1 OEAA OEA OEAOghs ==
can create additional layers of
dreams. CHASE | A
Events that occur at one level can
alter events in a different level. @

As you enter a lower dream level, |
time travels faster. Seconds at one

. Eames Cobb, Ariadne,
Eames, Saito and
Robert Fisher Jr.

“The Forger"

layer may be days or months at SFffEE: @

another level.
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To drug Fischer i ” 4
Jr. and brin
his subconscious counts down
into a dream. and the machine
shuts off.

a_

Fisher Jr.is Yuse
kidnapped. They the van offa
force him to give bridge. That

them random fails. A second
numbers which are Kick occurs
used later, and when the van
begin plantingthe  hits the water,
ideain his head
that his father
wants him to break

up the company.
Q_‘—

FischerJr. is Arthur blows
tricked into believ-  up an elevator,
ing Browning is a simulating
traitor. He joins freefall,
the team for their

next mission.
| —

Fischer Jr. mustbe  Eames blows up
takentothefort,  the supports of
where the idea the fortress,

they wish to droppingitand
plantwill finally  causing freefall.
take hold.
S —
To get Fischer Jr. Ariadne and
and Saito out. Fischer fall off a
building. Cobb
and Saito shoot
themselves.
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Inception

If you die in a dream, you will
wake up from that dream layer.

To keep from being deceived in a
dream yourself, you must carry a
unique object known only to you
AAT T AA A OOI OAI
spinning top. When spun, it will
not stop in a dream but will stop
In reality.

THE DREAM IS REAL.
N
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Inception

Although the movie can be quite .
confusing, it is amazingly similar
to how e-mail works in reality.

To help illustrate e-mail security, S
) DOAOAT O O$AAA EHee
to the movie Inception SN
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Deception
I FOAO OEA OO1 OAi o AT 1T OET O,
the last movie, Cobb realizes he is still in a dream.

He kicks himself out of the dream only to discover
his wife Mal is holding a gun on him.

Empowering B 4 _
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Deception

Mal forces Cobb to steal information from credit
union employee Alice who often works with
business partner Bob.
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Deception

Cobb knows that Alice sends confidential data to Bob via e

mail. He alsoknowsthatel AEI EO 11 0 A ObP
OPAOOU 1 ET A6 OEAO AAT AA AA
the data?
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The Emailc Level 1

Alice (an Acme employee) sends an-anail to Bob

Bob (an XYZ employee) receives the-enall

Both Alice and Bob believe the email went directly from

1l EAAGO AT I BOOAO OI "1 AB60 A
people who have seen the-enail.
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The Emailc Level 2
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Theel AET AAOOCAIT T U I AAGAO ! |
I Al A-;nél sékver

I Al A-méll sekver willthensendtheel AET Ol
e-maill server

8 9 : &mail sBrver will deliverthee-l AET OF "1
mail client
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Emall server?

An email server is a computer that stores email for delivery
to another computer.

If someone sends you an email at midnight, it will be stored
on the email server. When you login into your computer in
the morning and start your email program, the email is
delivered to your inbox.

Email servers also attempt to block viruses and SPAM.
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The Emailc Level 3
Theel AEI | AAOAO ! |
e-maill server.
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Router?

A router is a computer that relays data to an adjacent computer
closer to the destination.

A router can either be a fully functional computer or a special
purpose computer. Each router could record traffic passed
through it.
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Hops?
An e-mall to the company across the street may travel thousands of
| EIl AO O OAAAE EOGO AAOOEI AOEI
Companies may have different Internet providers
O(1 OOET Cco )1 OAOT AO POl OGEAAOO i
Internet Providers at peering points. (Much like natural person credit
unions and the corporate credit unions that service them.)
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Hops?
Traffic can be rerouted due to network congestion,

equipment failure, disasters, political/legal issues,
pricing, etc

Actual Map of the Internet
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The Emalil¢ Level 4
Theel AET OOAOQAI O AOI 1T 11 EAA
network cable.
Hundreds or thousands of miles of cable may be

iInvolved with the connections between the computers.
Anywhere the cable is exposed, it could be tapped.
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The Emallc Level 4

$AO0A T AU OOAOAT AAOxAAT OE

satellite or other radio transmission.
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Deception

How could Cobb steal the data?

VOLUNTEER www.volcorp.org
CORPORATE :
(mll{[lm(l lfl\\] [ www.volcorpdesign.org



‘&
/ -
The Emailc Level 1

If Cobb were able to pose as a help desk employee at

I 1T EAAGO AT I PAT UhR EA Al Ol A
read her email. Alice might think she had forgotten

EAO PAOOxI OA8 (A Al Ol A Al (

S TUrING 1T OFF

| and on asan?
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The Emailc Level 1

If either Alice or Bob traveled and used a hotel kiosk
computer, the information could be gathered by a

virus on the computer or a hardware keylogger on the
machine.

Without With
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The Emailc Level 1

Cobb could send a phishing email with a virus that

x] Ol A Al 11l x EEI Ol
He could then search her computer for emails.

OAEA Al

From: payment@nacha.org

Sent: Friday, April 22, 2011 6:32 AM
To: alice@acme org

Subject: Rejected ACH transaction

SNACHA

mm-mw

The ACH transfer (ID: 774873807747), recently initiated from vour checking account (by vou or any other person), was rejected by the other financial institution.

Canceled transaction

[Transaction ID- [774873807747

|Rejcction Reason |Stc details in the report below

[Transaction Report report_774873807747 pdf.exe (self-extracting archive, Adobe PDF)

13450 Suntise Valley Drive 0 Hemdon, VA 20171 (703) 561-1100

2011 NACHA . The Electronuc Pavments Association
El ic Privacy & Confidentiality Notice:
Ths e-mal messega. and any sttachmants. contans information that 5. or may be, coverad by elecironic communications privacy laws, snd s also confidential and propnatary in nature. f you am not the ntended recipint. please be advised that you am legally
prohibted from retaining, using. copying. or otherwise this

in any manner. Instesd, please reply 10 the sender thet you have receved this communicstion in emor. and then mmedately delete t
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Attachments

Computer programs attached to emails used to be the
most common virus attachment. In recent years,
viruses are embedded into PDF documents, Word
documents, Excel Spreadsheets, music files, movies, or
other file formats.
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The Emailc Level 1

If either Alice or Bob used an unencrypted notebook or
smart phone to receive email, Cobb could steal the
device and read the local maill file.
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The Emailc Level

If Cobb were an email administrator or server
administrator (or if he could bribe one), he could read

a copy of the email on the server.

From aliceB@acme.creditunion.org Thu Apr 21 15:53:88 2611
Return-Path: <alice@acme.creditunion.org>
Received: from alice.acme.org {(localhost.localdomain [127.8.8.1])
by mail.acme.creditunion.org {(8.13.8/8.13.8) with ESHTP id p3LKrBSqA8555
1
for <bobExyz.business.com?>; Thu, 21 apr 2611 15:53:80 -B500
Received: {(from alice@localhost)
by mail.acme.creditunion.org {(8.13.8/8.13.8/5ubmit) id p3LKra550@5550
for bob; Thu, 21 Apr 2811 15:53:88 -8588
Date: Thu, 21 Apr 2811 15:53:88 -6568
From: Alice {aliceB@acme.creditunion.org?
Message-Id: 281104212853 .p3LKr8558085550@acme .creditunion.org>
To: BobBxyz.business.com
Subject: Password

Bob,

Here is your login information:

User: Bob
Password: @>->->-Customer_Service_is_Everyone's_Job@>->-3>-

Regards,

Alice|
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The Emailc Level 3
If Cobb could gain access at an Internet provider, he could watch
OEA OOAEZFZEA AO EO xAO 01 OOAA O
have to open each email, he could just wait for the data to fill
the screen.
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