This document is not intended for use as your policy.  This document should not be considered as legal advice in regard to compliance with OFAC responsibilities.  This document is intended for guidance to assist with updating your current OFAC policy. Your policy should be reviewed by legal counsel and approved by the board of directors prior to implementation.


Guidance for Compliance with OFAC in regard to ACH
(Domestic and International)

The U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) administers and enforces economic sanctions and embargo programs that require assets and transactions involving interests of target countries, target country nationals, and groups of individuals, such as terrorists and narcotics traffickers, be frozen.  For purposes of OFAC compliance, these entities are referred to as “Specially Designated Nationals and Blocked Persons.”  OFAC maintains and regularly updates a master list (“SDN List”) identifying known “blocked parties.”  A depository financial institution can contract with other third-party providers to provide OFAC review, however, a depository financial institution cannot contract away their liabilities related to OFAC compliance.  
Key Elements of OFAC Policies and Procedures
· Have a clear and thorough written ACH OFAC Policy and procedures manual that specifies how IATs will be identified, reviewed, and investigated

· Educate and train employees on the new policies

· Have a compliance system or procedure that allows for the proper handling of all transactions and members

Items to be Addressed in OFAC Policy
· Who is responsible for OFAC compliance in the organization

· How the organization maintains an up-to-date listing of prohibited countries, organizations and individuals

· How specific transactions are handled (i.e. debits, credits)

· What information is checked against the SDN List

· How to handle OFAC review of on-us transactions

· How to comply with OFAC reporting procedures

· Record retention

· OFAC Compliance audit

It is recommended that all financial institutions sign up for the automated notification of changes to the SDN list.  Once financial institution is registered an email will be sent to the registered email address every time the OFAC list is updated.  When that notification is received the new list should be downloaded and the interdiction software or procedures should be updated.

This can be done on the OFAC website – http://www.ustreas.gov/offices/enforcement/ofac/sdn/.
It is noted, Article One of NACHA Operating Rules allows for both ODFI and RDFI the possibility of delays in processing, settlement and/or availability of transactions that require enhanced scrutiny.

· Article One –  General Section 1.2, Subsection 1.2.5  Effect of Illegality

Any action by a Participating DFI to debit or credit an account or to transfer funds that is required by these rules is excused to extent that such action is inconsistent with U.S. law, including the obligations of the DFI under programs administered by the Office of Foreign Assets Control (OFAC) and the U.S. Department of the Treasury’s Financial Crimes Enforcement Network (FinCEN).

ODFIs

ODFIs that choose to originate ACH entries on behalf of their members should be aware that both they and their Originators are subject to the NACHA Operating Rules and applicable U.S. law when transmitting entries. ODFIs should make this obligation clear in their agreements with Originators. ODFIs processing international ACH transactions may also find it beneficial to include in their agreements a reference to possible delays in processing, settlement and/or availability of these transactions where enhanced scrutiny may be necessary.
Domestic ACH Transactions

In regard to domestic ACH transactions the ODFI will verify that the Originator is not a blocked party and that a good faith effort will be undertaken to determine through the normal course of business that the Originator is not engaged in transmitting funds to, from, or on behalf of a party subject to a blocking action.  Federal law requires the ODFI to comply with OFAC policies and is responsible for freezing or rejecting the proceeds of the illicit ACH transactions involving interests of blocked parties for whom the ODFI holds an account, or on whose behalf the ODFI is acting.  The ODFI should have a process in place to determine whether any of their account holders is identified as a blocked party in a current SDN list.  The ODFI may rely on the RDFI for compliance with OFAC policies when it is the ODFI that holds the account or is otherwise acting on behalf of a blocked person.  
An ODFI that unbatches a file received from an Originator in order to strip out on-us transactions is responsible for screening those on-us transactions for compliance with OFAC regulations since it is acting as both the ODFI and RDFI.  The remainder of the transactions contained in the file may be processed in keeping with the abovementioned guidance.
a) ACH Credit Entry (domestic)

Transmission of Unlawful ACH Credit Entry to a Receiver that is subject to OFAC Sanctions – the RDFI holding the blocked party’s account is obligated to post the credit entry to the Receiver’s account, freeze the proceeds and report to OFAC.

b) ACH Debit Entry (domestic)

In the event that the ODFI inadvertently processes an unlawful ACH debit entry to a blocked account, the RDFI holding the blocked account (or a receiving point) is required by OFAC to return the transaction as R16 (Account Frozen).  

If the ODFI is instructed to originate an ACH debit entry that it has reason to believe would be a violative transaction, OFAC prefers that the transaction be transmitted so that if not returned by the RDFI, the proceeds from the transaction can be captured by the ODFI, frozen and reported to OFAC.  The ODFI should contact the RDFI.
International ACH Transactions
In regard to international ACH transactions, the ODFI is responsible for reviewing all IAT transactions for OFAC compliance prior to the items being released to the ACH Operator.  All parties to the transaction should be reviewed including:
· Name

· Physical address of Originator and Receiver

· Receiving Financial institution Name

· Identification and branch country code

· Remittance Information in the Payment Related Information contained in the optional Remittance Information addenda records

If suspect transactions are identified during the review the items should be investigated and cleared before the transactions are released to the ACH Operator.  If the ODFI encounters a transaction initiated by an Originator that would violate OFAC-enforced sanctions, Federal law requires the ODFI to comply with OFAC policies.  Under U.S. law, the ODFI is responsible for freezing or rejecting the proceeds of illicit ACH transactions involving interests of blocked parties.  

It is noted that IAT transactions held in a warehouse for any period of time should be re-screened prior to the release to the ACH Operator.  

The ODFI is responsible for educating corporate Originators on the specifics of the IAT and has a good understanding of the IAT definition, when to use IAT SEC Code for transactions and OFAC implications.

RDFIs

RDFIs should be aware that they and their Receivers are subject to the requirements of the NACHA Operating Rules and applicable U.S. law when processing ACH entries.  This includes the need to comply with OFAC enforcement policies in the event that the RDFI receives an ACH transaction being made to, from, or on behalf of any party subject to OFAC sanctions.  As a depository financial institution the RDFI should have a process in place to determine whether any of their account holders is identified as a blocked party in a current SDN List.
Domestic ACH Transactions

With respect to domestic ACH transactions, the RDFI is responsible for rejecting or freezing the proceeds of a transaction involving interests of a blocked party for whom the RDFI holds an account or on whose behalf the RDFI is acting.  In regard to domestic ACH transactions, the RDFI may rely on the ODFI for compliance with OFAC policies in regard to the ODFIs Originators.  
a. ACH Debit Entry (domestic)

In the event that an ODFI inadvertently transmits an unlawful ACH debit entry, the RDFI holding the account, should return the entry in accordance with NACHA Operating Rules using Return Reason Code R16 (Account Frozen), with advice that the entry was destined to a blocked account and will be reported to OFAC.

b. ACH Credit Entry (domestic)

In the event that an ODFI inadvertently transmits an unlawful ACH credit entry to a Receiver that is subject to OFAC sanctions, the RDFI holding the blocked party’s account should post the credit entry to the account, ensure the account is frozen, and report the transaction to OFAC.  

International ACH Transactions

All RDFIs must be able receive both IAT credit and debit transactions.  The financial institution staff needs to have a good understanding of the new IAT SEC code requirements including the definition, formatting changes and implications to the financial institution and the members.  

The RDFI is responsible for reviewing all IAT transactions for OFAC compliance prior to the items being processed.  All parties to the transaction should be reviewed including:

· Name

· Physical address of Originator and Receiver

· Receiving Financial institution Name

· Identification and branch country code

· Remittance Information in the Payment Related Information contained in the optional Remittance Information addenda records

Once the review is complete, all clean transactions may be posted normally.  For suspect transactions, the RDFI must investigate.  If a suspect transaction is cleared by an investigation, the RDFI may post normally.  For a suspect transaction confirmed as an OFAC hit the RDFI should handle as follows:

a. ACH Credit Entry (international)

The RDFI must first determine which party is subject is the blocked party.

If the Receiver is the blocked party and the RDFI receives an inbound unlawful IAT credit entry to a Receiver that is subject to OFAC sanctions, the RDFI holding the blocked party’s account should post the credit entry to the account, ensure the account is frozen, and report the transaction to OFAC.

If the Originator is subject to OFAC sanctions, the transaction should not be posted to the Receiver’s account, the funds should be frozen and the transaction reported to OFAC.

b. ACH Debit Entry (international)
If the RDFI receives an unlawful IAT debit transaction, the RDFI should investigate the transaction and, if it is found to be in violation of OFAC sanction, contact OFAC directly.  The Gateway Operator may have missed this transaction, or the OFAC list may have been revised.  OFAC will handle these situations on a case-by-case basis.

If an RDFI receives notification from a Gateway Operator that an inbound IAT debit destined for one of its accounts has been rejected due to the presence of a blocked party, the RDFI should take appropriate due diligence measures.

Remember, any entry that is identified as a potential hit against the SDN list must be handled as an exception item, requiring investigation and closer examination by the RDFI.  Such transactions may not be automatically returned by the RDFI.

Debit Blocks and Filters 

A number of financial institutions currently offer a debit block service to their corporate members.  For an IAT debit that is not in violation of an OFAC sanctions program, an IAT debit processed against an account with a debit block may be returned as unauthorized as with any other debit transaction.  For an IAT debit this is in violation of an OFAC sanctions program, contact OFAC directly.  OFAC wants to address this issue on a case-by-case basis.  

Review and/or Update Deposit Agreements and Fee Schedules
Deposit agreements should include a statement that acknowledges that Receivers of ACH transactions should be aware that their RDFI may, from time to time, need to temporarily suspend processing of a transaction for greater scrutiny or verification against the SDN list and that this may affect settlement and/or availability.

RDFIs may consider reviewing their fee schedule to ensure that they are adequately compensated for the additional work and costs associated with receiving IAT transactions. 

Statement Requirements

If the Transaction Type Code field is populated with a secondary SEC code, the financial institution must check the Payment Related Information in the Remittance Addenda Record for information related to the payment that must be provided to the consumer.  This information is not in the same location as a domestic e-check application such as BOC, POP, or ARC.  

Corporate Receiver Request

If a corporate Receiver requests any remittance information within the Payment Related Information field of the Remittance Addenda must be provided to the Receiver within 2 business days, if requested.  If the RDFI has processes in place to provide this information to the Receiver the RDFI should verify that the process can support the additional information included in IATs.  

AML and SARS Impacts

Additional information is provided in the IAT transaction and should be taken into consideration in any BSA and AML compliance review of the member.  

Exception Handling

Exception handling for the IAT is different from domestic entries.  ACH Operations should develop new procedures for handling IAT Returns – which require the return of the 7 mandatory addenda records.  Automated Dishonored and Contested Dishonored Returns are not supported with the IAT and procedures should be developed for handling them outside the ACH Network.  Additional procedures should be put in place for NOCs, rejects, and other exception processes.

Before returning an inbound IAT, OFAC requires the entry to be ran back through OFAC screening:  

· If an IAT entry is not in violation of an OFAC sanctions program, the transaction can be returned.

· For an IAT debit that is in violation (‘hit’) of an OFAC sanctions program, contact OFAC directly before the debit is returned.  OFAC has indicated that it wants to address this issue on a case-by-case basis.

If an IAT is to be returned as “unauthorized”, the returned entry should be screened for OFAC compliance.  If an IAT entry is to be returned as “unauthorized”, but any party to the transaction is a confirmed blocked party – the financial institution cannot return the item for your member.  The member must contact OFAC directly to try to recover the funds.  See “Blocking and Reporting” below.

ACH return time frames for normal returns is the same as for domestic transactions – must be received by the ODFI at the opening of business on the second banking day following settlement date of the entry.  In regard to the return time frame for “unauthorized” entries both consumer and corporate IAT transactions can be returned as “unauthorized” so long as the ODFI receives on the banking day following the 60th calendar day of the original settlement date.  (Written Statement of an Unauthorized Debit is required).  It is noted that return timeframes for outgoing IAT entries are determined by the receiving country and will vary by country.
RDFIs may use any return reason code for IAT entries with the exception of return reason codes for dishonored and contested dishonored returns.  Also, return reason codes 80-84 apply only to IAT entries and are used only by the Gateway Operator.
Financial Institution Acting as a Gateway Operator

It is important to understand that a Gateway Operator can be the Federal Reserve Bank or can be a financial institution.  This section of this document is referring to when a financial institution chooses to become a Gateway Operator.  A Gateway Operator is the entry or exit point to or from the United States.  The Gateway Operator should develop a written OFAC policy for the identification, review and investigation of IAT transactions.

A financial institution acting as a Gateway Operator may process inbound and outbound IAT credit and debit transactions.  The financial institution acting as a Gateway Operator must review the IAT transactions for OFAC compliance.  The Gateway Operators are encouraged and it is considered a best business practice to populate the Gateway Operator OFAC Screening Indicator Field with the results of the scan.  The field is optional.  The Gateway Operator warrants that all transactions originated are in compliance with U.S. law.  The Gateway Operator takes on the warranties and responsibilities of an ODFI under the NACHA Operating Rules.  A Gateway Operator should investigate and clear any suspect IAT transactions before they are originated into the ACH Network.  

A financial institution acting as a Gateway Operator (ODFI) for inbound IAT debits should:

Review all Inbound IAT debits for OFAC compliance, including all parties to the transaction and all remittance data:

· Segregate any suspect transactions into an OFAC review module or queue;

· Populate the Gateway Operator OFAC Screening Indicator

· Rebalance original batch and file, if necessary, and send to ACH Operator

· Investigate suspect transactions

For suspect transactions CLEARED by the investigation:

· Populate the Gateway Operator OFAC Screening Indicator for clean transaction with “0”

· Batch cleared transactions and send to the ACH Operator for normal processing and settlement.

For transactions CONFIRMED as an OFAC hit:

· Cease processing of the entry

· Notify the Foreign Gateway Operator that the debit entry has been rejected and is in violation of U.S. law

· Notify OFAC within 10 days

· Notify the RDFI that the transaction destined for one of its members has been rejected, and provide a copy of the transaction.

Under these processing guidelines, there should be no instances in which a Gateway Operator sends an inbound IAT debit in which there is a “1” in the OFAC screening indicator.  

The Gateway Operator/ODFI is responsible for educating corporate Originators on the specifics of the IAT and has a good understanding of the IAT definition, when to use IAT SEC Code for transactions and OFAC implications.  Agreements between DFI and Originators should include a statement that their Originator acknowledges and that they may not initiate ACH entries that violate the laws of the United States.  Originators of ACH transactions should also be aware that their ODFI may, from time to time, need to temporarily suspend processing of a transaction for greater scrutiny or verification against the SDN list, and that this action may affect settlement and/or availability 

Account Screening

While for the most part outside the scope of this guidance, which deals specifically with the ACH Network, the issue of screening accounts for the purpose of identifying any account holding parties subject to a blocking action is nonetheless a critical one.   Depository financial institutions and other enterprises with members that make or receive financial or other trade transactions are accountable if their members are blocked parties on the SDN list.  OFAC makes the current SDN List available to the public through several accessible forms and channels.

The objectives of screening are to screen existing and new account holder information against the SDN List to identify those accounts or applicants that involve the interest of a blocked party (resulting in a “hit”).  Reviewing information about a “hit” to establish whether the identification is valid, if necessary contact OFAC for verification and freezing and reporting to OFAC those accounts that are “true” hits (see Blocking and Reporting below for more detail).

A completed copy of the following information about accounting screen can be found at http://www.treas.gov/offices/enforcement/ofac/civpen/ofac_sec_frb.pdf  

The financial institution’s policies, procedures, and processes should address how the financial institution will flag and review transactions and accounts for possible OFAC violations, whether conducted manually, through interdiction software, or a combination of both.  For screening purposes, the financial institution should clearly define its criteria for comparing names provided on the OFAC list with the names in the financial institution’s files or on transactions and for flagging transactions or accounts involving sanctioned countries. The financial institution’s policies, procedures, and processes should also address how it will determine whether an initial OFAC hit is a valid match or a false hit.  A high volume of false hits may indicate a need to review the financial institution’s interdiction program.  

The screening criteria used by financial institutions to identify name variations and misspellings should be based on the level of OFAC risk associated with the particular product or type of transaction. For example, in a high-risk area with a high-volume of transactions, the financial institution’s interdiction software should be able to flag close name derivations for review.

The SDN list attempts to provide name derivations; however, the list may not include all derivations. More sophisticated interdiction software may be able to catch variations of an SDN’s name not included on the SDN list. Low-risk financial institutions or areas and those with low volumes of transactions may decide to manually filter for OFAC compliance.

Decisions to use interdiction software and the degree of sensitivity of that software should be based on a financial institution’s assessment of its risk and the volume of its transactions. In determining the frequency of OFAC checks and the filtering criteria used (e.g., name derivations), financial institutions should consider the likelihood of incurring a violation and available technology. In addition, financial institutions should periodically reassess their OFAC filtering system.  For example, if a financial institution identifies a name derivation of an OFAC target, then OFAC suggests that the financial institution add the name to its filtering process.  

New accounts should be compared with the OFAC lists prior to being opened or shortly thereafter (e.g., during nightly processing). Financial institutions that perform OFAC checks after account opening should have procedures in place to prevent transactions, other than initial deposits, from occurring until the OFAC check is completed. Prohibited transactions conducted prior to completing an OFAC check may be subject to possible penalty action. In addition, financial institutions should have policies, procedures and processes in place to check existing members when there are additions or changes to the OFAC list.

The frequency of the review should be based on the financial institution’s OFAC risk. For example, financial institutions with a low OFAC risk level may periodically (e.g., monthly or quarterly) compare the member base against the OFAC list. Transactions such as funds transfers, letters of credit, and non-member transactions should be checked against OFAC lists prior to being executed. When developing OFAC policies, procedures, and processes, the financial institution should keep in mind that OFAC considers the continued operation of an account or the processing of transactions post-designation, along with the adequacy of their OFAC compliance program, to be a factor in determining penalty actions. The financial institution should maintain documentation of its OFAC checks on new accounts, the existing member base and specific transactions.

If a financial institution uses a third party, such as an agent or service provider, to perform OFAC checks on its behalf, as with any other responsibility performed by a third party, the financial institution is ultimately responsible for that third party’s compliance with the OFAC requirements.

As a result, financial institutions should establish adequate controls and review procedures for such relationships.

Updating OFAC Lists

A financial institution’s OFAC program should include policies, procedures, and processes for timely updating of the lists of blocked countries, entities, and individuals and disseminating such information throughout the financial institution’s domestic operations and its offshore offices, branches and, in the case of Cuba and North Korea, foreign subsidiaries.

[Detail how your organization obtains the information from OFAC, how and who within your organization is notified when the SND list has been updated, how your system is updated accordingly and what type of test is performed to assure your system has been updated successfully.]  

· If you use a third-party for OFAC filtering, document their procedures and how your organization can test their system has been update successfully.

Blocking & Reporting 

Blocked accounts and proceeds associated with unlawful transactions should be held by the financial institution in an interest-bearing status.  

Transactions involving blocked parties should be reported via fax within 10 days to OFAC’s Compliance Programs Division at 202/622-2426 and must identify: 

· The owner or account party

· The property, property’s location and any existing or new account number or similar reference necessary to identify the property

· Actual or estimated value

· The date it was blocked

· A photocopy of the payment or transfer instructions (if blocking involves a payment or transfer of funds

· A confirmation that the payment has been deposited into a new or existing blocked account which is clearing identifying the interest of

· The individual or entity subject to blocking

· The name and address of holder

· Name and telephone number of a contact person from whom compliance information can be obtained

Rejected items must be filed within 10 days and include:

· Name and address of the transferee financial institution

· Date and amount of transfer

· Photocopy of the payment or transfer instructions received

· Basis for rejection

· Name and phone number of a contact person at the transferee financial institution from whom compliance information can be obtained

Application for the Release of Blocked Funds

Receivers can dispute funds frozen in a blocking action with OFAC by completing Form TD-F90-22.54 Application for the Release of Blocked Funds – (FI can not do this for their members)

· The form is accompanied by two complete copies of the entire submission

· Requires the information regarding the date of the blocking, the financial institution involved in the transfer, and the beneficiary and the amount of the transfer

This form can be obtained from the OFAC Internet Home Page:  http://www.treas.gov.ofac and the OFAC fax-on-demand service:  202/622-0077

Annual Reports of blocked property

OFAC requires the filing of a comprehensive annual report on blocked property held as of June 30 by September 30 each year.  The report should be filed using Form TD F 90-22.50.  This form can be obtained from the OFAC Internet Home Page:  http://www.treas.gov.ofac
Record Retention

All Depository Financial Institutions must keep a full and accurate record of each blocked and rejected transaction for at least five years after the date of the transaction

OFAC Compliance Audit

Recommend completing an annual OFAC Compliance Audit.

The OFAC audit procedures may consist of a review of the following as well as others for adequacy, completeness, and propriety:

· Policy and procedures

· Suspicious activity reports (SARs)

· Monetary instrument logs

· Wire transfers

· Electronic commerce & banking

· Anti money laundering (AML)

· Customer/Member identification program (CIP)

· Employee training

· Record retention

· Risk assessment
OFAC Regulatory Compliance Examination Questionnaire from NCUA can also be found at http://www.ncua.gov/letters/2001/01-CU-25.pdf .  This includes an examiner checklist.

For More Information:  

The OFAC compliance manual specific to the financial community is available on the OFAC website at: http://www.treas.gov/offices/enforcement/ofac/regulations/t11facbk.pdf
OFAC reporting forms -- including the appropriate forms for reporting blocked or rejected transactions, annual report of blocked property, and a request for release of blocked funds -- are available online at: http://www.treas.gov/offices/enforcement/ofac/forms/index.html
ACH Network participants are encouraged to check with OFAC regularly to determine whether blocked parties have been added to the SDN List, or whether other modifications to the sanctions programs have taken place. OFAC’s Compliance Hotline may be reached at (800) 540-OFAC. OFAC also maintains a comprehensive website of compliance information, a current SDN List, and links to other information referenced above on its homepage at: http://www.treas.gov/offices/enforcement/ofac/ . 

Finally, OFAC now has an e-mail alert service advising recipients of changes as they are approved.  To subscribe (no charge), go to: http://www.treas.gov/offices/enforcement/ofac/subscribe.html and enter your e-mail address to be added to the “OFAC Financial Operations Bulletin E-mail List.”
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